
DISTRICT OF COLUMBIA
WATER AND SEWER AUTHORITY

Board of Directors

Meeting of the 
Environmental Quality and Operations Committee 

5000 Overlook Avenue, SW, Room 407
Thursday, April 20, 2017

9:30 a.m.

I. Call to Order                                                    Howard Gibbs
Vice Chair

9:30 a.m. II. AWTP Status Updates Aklile Tesfaye
1. BPAWTP Performance

9:45 a.m. III. Security Measures Steve Caldwell

10:00 a.m. IV. Action Items John Bosley/Len Benson

A. Fact Sheet Overview

Joint Use                                               

1. Contract No. 17-PR-DFM-02 - Biosolids Building Roof Replacement -
An Exterior, Inc. 

2. Contract No. 16-PR-DWT-13A – Preliminary Treatment Facility 
Grit/Screening Hauling, Urban Service Systems Corp.

3. Contract No. 16-PR-DMS-43 – Repair and Rehabilitation of Various 
Process Assets, Electric Motor and Contracting Co., Inc.

4. DCFA #463-WSA - Construction Management Services, Anacostia 
River Combined Sewer Overflow (CSO) Control Projects, Division Z –
Poplar Point Pumping Station Replacement and Main Outfall Sewers 
Diversion, AECOM Services of DC

5. Contract No. #130060 – Potomac Pumping Station Rehabilitation 
Phase III, American Contracting & Environmental Services

6. DCFA #485 – Condition Assessment of Large Diameter Water Mains 
and Major Sewers (IDIQ), Pure Technologies, Ltd

7. DCFA #490 – Condition Assessment of Large Diameter Water Mains 
and Major Sewers (IDIQ), Arcadis District of Columbia, PC
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Non-Joint Use

8. Contract No. #070110 - Rehabilitation and Upgrade of the Fort Reno 
Pumping Station, CPP Construction Company

9. Contract No. #140160 – Local Sewer Rehabilitation #1, SAK 
Construction LLC

10. Contract No. #150170 – Small Diameter Water Main Cleaning and 
Lining 11C, J. Fletcher Creamer & Son, Inc.

10:30 a.m. V. Water Quality Monitoring Charles Kiely

1. Coliform Testing

2. LCR Compliance Testing

10:40 a.m. VI. Other Business/Emerging Issues George Hawkins

1. Recommendation Re WSRF Fee – Chain Bridge and Battery Place 

Cooperative

2. Fact Sheet Format Revisions

11:00 a.m. VII. Adjournment Howard Gibbs
Vice Chair

* The DC Water Board of Directors may go into executive session at this meeting pursuant to the District of Columbia 
Open Meetings Act of 2010, if such action is approved by a majority vote of the Board members who constitute a 
quorum to discuss: matters prohibited from public disclosure pursuant to a court order or law under D.C. Official Code 
§ 2-575(b)(1); contract negotiations under D.C. Official Code § 2-575(b)(1); legal, confidential or privileged matters 
under D.C. Official Code § 2-575(b)(4); collective bargaining negotiations under D.C. Official Code § 2-575(b)(5); 
facility security under D.C. Official Code § 2-575(b)(8); disciplinary matters under D.C. Official Code § 2-575(b)(9); 
personnel matters under D.C. Official Code § 2- 575(b)(10);proprietary matters under D.C. Official Code § 2-
575(b)(11); decision in an adjudication action under D.C. Official Code § 2-575(b)(13); civil or criminal matters where 
disclosure to the public may harm the investigation under D.C. Official Code § 2-575(b)(14), and other matters 
provided in the Act.

Follow-up Items from Prior Meetings:

1. Assistant General Manager, Blue Plains. In the Legend of the graph showing the ‘average 
Biosolids production and reuse cost’, change “series 1” to “Total Reuse Cost” and “series 
2” to “Average Biosolids Produced (tons)”. [Completed]

2. Chief Procurement Officer, DC Water: Add a footnote on fact sheets indicating whether the 
prime contractors have a local office. [Completed]

3. Chief Engineer, DC Water: Prepare a presentation to the Committee regarding the 
progress of the St. Elizabeth’s Water Tank and proposed PRV projects. [Scheduled for 
June 15th meeting]

4. Chief Engineer, DC Water: Add a note on fact sheets indicating DC Water’s experience 
and satisfaction level with proposed contractors. [To be discussed with Cmte at April 
20th meeting]
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5. Chief Engineer, DC Water: Prepare a presentation to the Committee highlighting the 
policies and regulations for procurement of capital projects as set by the Governance 
Committee. [To be scheduled]
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6. Manager, Department of Water Services: Going forward, provide fire hydrant status 
reports only on a quarterly basis. [Completed]

7. Assistant General Manager, Customer Care & Operations: Consider revising (lowering) 
the 1% or less, out-of-service fire hydrants goal. [Scheduled for July 20th meeting]

8. Assistant General Manager, Customer Care & Operations: Provide the Committee with 
information on costs spent to date, including internal staff time, to conduct the 
assessment regarding the issues concerning the Chain Bridge and Southern 
Cooperatives. [To be discussed with Cmte at April 20th meeting]

9. General Manager, DC Water: Provide recommendation regarding the issues concerning 
the Chain Bridge and Southern Cooperatives to the Committee. [To be discussed with 
Cmte at April 20th meeting]
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Briefing on 

DC Water Security Measures

Presented to:  

DC Water Board of Directors

Environmental Quality and Operations Committee

James Patteson, Chairperson

April 20, 2017

George S. Hawkins, General Manager & Chief Executive Officer

4/14/2017 1
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Operating Authority & Standards

• DC Code:  DCMR Title 6-A, Chapter 11 & DCMR Title 17, 

Chapter 21

• Security Operations

• Special Police powers including arrest authority

• Investigative authority as DC Licensed PI entity

• Requirements & Standards

• 2002/3 Federal mandates - Vulnerability Assessments/SMP

• Update every 10 years – DC Water updates every 5 years

• DHS Standards – National Infrastructure Protection Plan 2013

• EPA Sector Specific Plan – Water & Wastewater

• American Society of Industrial Standards (ASIS) – Physical Security

• American National Standards Institute (ANSI) – First Responders

• Crime Prevention Through Environmental Design (CPTED)

4/14/2017 2
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THREAT LEVEL

Continually ongoing general threat due to:

National Capitol status
“Protecting the Water of the Leading Government of the Free World”

Population size & Growth
DC = 680K+ (4-5K per year), NCR = 6M+ (50/60K per year)
(Sixth largest metro region in US)

DC Water technology leadership
CAMBI/Powertrain, Clean Rivers, Bloom, Leed Platinum HQ

DC Water operational size
Largest AWWTP, City & Two States, multiple counties

Tourism/Visitors/Business
21M+ Visitors per annum in DC, 43M+ in NCR

4/14/2017 3
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Investigations
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Physical Security

Strategic Planning & 
Management

Systems & 
Application 

Security

Personnel 
Security

Incident Management

Assessments, 
Surveys & 
Reviews

Enterprise 
Continuity

Access 
Control

Security Operations 
& Maintenance

EMERGENCY 
RESPONSE

Security

Awareness

Vulnerability 
Management

Risk 
Management INFOSEC & 

Communications

Asset Tracking & 
Management

Property 
Patrols

Remote 
Visits

Agency 
Liaison

Process 
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Environmental Quality and Operations Committee - 9:45 a.m.	III. Security Measures: Steve Caldwell

21



4/14/2017 5

Some of the agencies DSEC works with…
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A multi-layered approach…

4/14/2017 6
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PSIM
(Physical Security Information Management)

74/14/2017
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Positive Results

Increased reporting/detection of:

Alleged Workplace Violence

Property damage/loss

Time card fraud

Accidents & incidents

Unsecured properties

Breach events

For example: Since 2013 DC Water has experienced an 

81% reduction in reported/confirmed WPV incidents 

through education, detection and investigation efforts.
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Construction Phase Plan

• Phase One (2012-2014) – BASICS - COMPLETE

• $3.7M Upgrades throughout DC Water to ensure minimum operational capability

• 42 separate completed projects throughout DC Water

• 90% of DC Water above ground assets at BS and BP

• Some projects separately funded, i.e.,:  Security Command Center, Potomac Pumping 

Station, St. E’s water tower

• Phase Two (2015-2020) – 84 Projects, upgrades and non-populated critical facilities

• $7M in refinements:  All funding in place

• $2.5 in DWS ($800K for BS)

• $1.8 in DSS

• $830K at BP

• $1M for new HQ

• Phase Three (2020 – Out years) – New Projects, upgrades and vaults/valves/sensors

• $6M in refinements, D & C system, Outfalls

• Estimated $1M annually CIP improvements

• Estimated $0.5M annually for maintenance/repairs

4/14/2017 9
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Security Master Plan – Long Term Efforts

– Redundant and Cross-Connected Capabilities
• Gradual Expansion of Network Topology 

– Ongoing upgrades based on design & reality

– 24/7 SCC collaboration expansion
• Ops and OEM 

– Detection, Tracking & Alarm Systems and Monitoring
• Service yards, surface parking controls, Asset storage

– CPTED Physical barriers

– Integrate Emergency Response/COOP programs 

– INFOSEC integration

– Specialized Asset Management support

– Expand TTX and FTX with local/Federal entities

– Process Assessment support

104/14/2017
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Thank You!

11

Questions?

DSEC - Security

4/14/2017
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Fact Sheet Overview

GOODS AND SERVICES
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The Fact Sheet is a public document summarizing a requested 
contract action for Committee & Board review and approval

• A Fully-Approved Fact Sheet Allows the Associated Contract Action to be Executed. 
Fact Sheet Process:
– Procurement prepares the Fact Sheet
– Finance reviews budget and spending information
– Signatures by end-user AGM, Procurement Director, CFO
– Review by Committee and recommend to the full Board for approval.  If approved, 

signature by General Manager

• Contract Actions Necessitating a Fact Sheet – Purpose is to provide information to 
the Board to allow the GM (as CO) the authority to approve contracts beyond his 
stated authority.  
– New contracts >$1 million
– Contract modifications (e.g. option years, adding funds) >$500 thousand
– Contract modifications causing the total approved value to cross a multiple of $1 million

• Fact Sheet Contents
– Supplier/contractor; subcontractor(s); LBE/LSBE status
– Summary of historical funding approvals and spending
– Contract scope and purpose
– Budget information
– Signatures

2
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The Fact Sheet first page summarizes the requested contract 
action, what we are buying, from which supplier(s), and why

3

Title information, including contract title and the contract 
action requested.  Also included is indication of Joint Use 
or Non-Joint Use.

Contractor and subcontractors; LBE/LSBE status.

Summary of contract funding approvals.  Base term, each 
option year, and combined modifications shown 
individually.  Subject of contract action request in bold.

“Purpose of the Contract” describes the goods or services 
under the contract.

“Contract Scope” describes why the goods or services are 
needed, and by which unit of DC Water.

“Spending Previous Year” shows cumulative approved 
contract value and cumulative invoice value.

Statement based on COTR input describing the quality of 
products and services thus far.
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The Fact Sheet second page summarizes budgetary information 
supporting the request, and has approval signatures.

4

Type of contract and how it was awarded

“Budget Information” header with DC Water end user

Funding “split” shows how the funding will be attributable 
to the areas within the User Jurisdiction.  The split: 
• varies by funding source (operating vs. capital);
• depends on whether the contract supports operations 

within or outside Blue Plains;
• is determined by Finance and Budget;
• and is fixed for the year.
Along with Budget Information, the tables may be 
repeated two or more times if there are more than one 
end user or funding source.

• End-user AGM signature signifies agreement to the 
expenditure

• Procurement signature means the Fact Sheet and 
supporting information meet the requirements of the 
requested contract action

• CFO signature means Finance confirms budget 
availability

• GM signature indicates Board approval, and as 
Contracting Officer, that the requested contract action 
may be executed
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